Tips for Online Banking Security

Your password is a combination of letters and numbers that you chose
when you set up your account. You need to use the password when you log in
after you enter your User ID. Your password consists of 8 characters which
include at least 1 capital letter, at least 1 lower case letter and at least 1 number.
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Banks across Clinton have been receiving calls from concerned customers regarding an
Password automated call claiming there's a problem with the customers debit card. The call is a scam
| | @ meant to gain access to the customer's account. The call is not just limited to one particular L

bank, but seems to be effecting customers of all local banks. If you receive an automated call
claiming there is a problern with your debit card, do not provide the caller with any
information. Contact your banking institution as well as local law enforcement

Forgot Password?

Hew User?

Demo

PN A e Sl L mEa s The Latest From First National Bank and Trust Company
Microsoft Internet Explorer, Firefox or Safari.

Easy to Learn

Additional Links

Online Bill Pay

= Login Help
= Security Information

= EFT Disclosure

& Internet Hannw -

If you are using a computer that IS NOT set up for Enhanced Login Security
AFTER you log in you will get the following screen:
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How would you like to receive

We don't recognize the computer you are using. The access code helps us confirm you are authorized to access this account.
Select just ONE option to receive your key within moments.

Email
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Remember to check your SPAN folder.

Did you get your access code from us over the phone? Click here to enter your access code
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When this page appears this means that your User ID and your password are
correct, but we cannot find the cookie that says that this is a computer that you
want to use for looking at your account. Federal law dictates that in this instance,
we must take extra steps to verify your identity. You need to click on the email
address that you have access to. This will send an email to that email address.
(You can set up more than one email address in case you want to put your work
and home address, or have a business account where multiple people access
the account. Go to User Options to add or delete email addresses.)

Once you click on which email you want the access code sent to, you will see the
following screen:
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“ou should receive the access code within the next 2 minutes.

How would yol
y Please do not navigate away from this page so you can enter the access code when you

- receive it.

We don't recognize th
Select just ONE optio
How can | access my email without navigating away from this page?
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Did you get your access code?

Yes  The access coda is:

Ne  |needitto be sent again
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You will receive an email from first@fnbclinton.com at the email address you

chose in the previous step.
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spam or junk mailbox to see if your email program put it there. Email programs
often are set to put all computer generated emails in your spam or junk folders.

Your email should look like the following with the exception of the passcode

which will change each time you use it:

Dear Internet Banking User,

This email has been sent because you
account and we do not recognize the computer that you are attempting to
login from. In order to login into Internet Banking from this computer you
will need to enter the one - time passcode listed below.

If you have not att empted to login from an unknown computer and/or believe

that you are receiving this email in error, please contact First National

have added extra security to your

Bank and Trust Company at 217 - 935- 2148 or email us at first@fnbclinton.com

for fu rther assistance.

Passcode: 101154 %

donot
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Copy the Passcode and then go back to the page asking for your access code
and type in the Passcode you were given where it asks for the access code (no, |
didndét write the program, e9g)ry for the conf
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1 Please do not navigate away from this page so you can enter the access code when you
L recepve it.

How can | access my email withoul navigating away from this page?

On your keyboard, hold down the 'Ctrl key and then press the W' key (Ctrl + N). Your current
page will remain open while a new window opens on top. Use this new window to access your
email and get your one-time access code

Did you get your access code?

Yes  The access code is: 101154

Ne  |needitto be sent again &
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To access your email without navigating away from this page on your
keyboard, hold down the 'Ctrl' key and then press the 'N' key (Ctrl + N).
Your current page will remain open while a new window opens on top. Use
this new window to access your email and get your one-time access code.

Il f you get an error message It could be beca
passcode (theyére only good for one time) or
for 15 minutes) :
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“ou should receive the access code within the next 2 minutes.

How would yol I .
y Please do not navigate away from this page so you can enter the access code when you
receive it.

We don't recognize th
Select just ONE optio

How can | access my email without navigating away from this page?

On your keyboard, hold down the 'Ctrl’ key and then press the '™N' key (Ctrl + N). Your current
page will remain open while a nesw window opens on top. Use this new window to access your
email and get your one-time access code

Did you get your access code?

Yes  The access code is: 101154 | © [_continue > ] I’EnT:l;eei Eoe. The code is anly valid for 15

No  |needitto be sent again
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If you get this error message then just click on the NO: | need it to be sent again
and a different code will be sent to the same address you had requested earlier.

If for any reason you have received or requested multiple passcodes, use only

the most recent one. You should deletet hese email s as soon

because they are no longer valid and may add to confusion later.
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Save time! Do you want to skip this step when logging in from this computer?

@ Yes Only require my User ID and Password when | login from this computer
We recommend YES if this computer is PRIVATE (such as your persenal computer).

o equire the extra security step for this computer, using the information that | provided above.
N R the ext ty step for th t the irif tion that | ded ab
We recommend NO if this computer is PUBLIC {such as a library or school computer).

Did you get your access code from us over the phone?
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Now you should see this page. It will ask you if want to add the extra security so

t hat you dondét have to go tOMPUTER Hfyauhi s each
are on a computer that you are only using once or twice or a public computer,

then just do your Online Banking as usual and then log out. If you are on a

computer that is your home or work computer and you are comfortable with

whoever else has access to your computer you may want to click the YES button

and have the program add a security cookie to your PC. This will allow you to

skip all of the previous steps. J

NOTE: If you use different browsers you will have to add new cookies for
each browser.



What if 1 do all this and | continue to be prompted for my Access code?

If you continue to be asked at every login for an Access code, one of the
following may be occurring:
e Your windows settings are blocking all cookies
e Your windows settings call for all cookies to be periodically deleted
¢ A third party internet protection software program may be blocking or
deleting your cookies. In this case, refer to your software help menu to set
www.fnbclinton  hb.com as an exception.

There are so many different web browsers and cookie cleaning programs out
there that we cannot have instructions for all of them. The key things you want to
look for is the place that you can list the cookies or sites that need to be left
alone. When you find it tell the program to allow fnbclintonhb.com. The
following is an example using Internet Explorer 7.

To set our website as an exception to your cookies rules, you can adjust your
windows settings in Internet Explorer. Go to Tools, then select internet options.
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Once there select the privacy tab, then the sites button:
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