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Studies show time and time again that identity fraud happens much more often offline than online.
However, we feel it is important that you have the information necessary to safely conduct your
business online. Follow this guide to learn how to prevent, detect, correct and report online fraud
and identify theft. We will focus on prevention, the most critical element to avoiding online fraud, in
this communication; however, more information on each of the four areas can be found on our
company website under the heading Online Security.

General prevention points:
e Shred anything containing personal or financial information. Do not throw it in the trash.
e Protect your Social Security Number. Do not carry it with you or write it down.
e Be certain who you are talking to before giving any information over the phone.
e Never click on links sent in unsolicited emails. Instead, type in a web address you are
already familiar with. You will notice there are no active links in this email.
Create good passwords. Do not use your birth date, child’s name, your Social Security
Number, date of birth, or similar easy to guess passwords.
Keep personal info in a secure place at home.
Use only secure web pages when ordering online. Look for padlock in lower left corner.
Place a Fraud Alert on your credit reports, and review them carefully.
Always sign off from your Online Banking session and close all browsers.
Never open files with 2 extensions such as filename.doc.pif.
Never open files ending in .exe, .pif, or .vbs. They can be extremely dangerous.
Be selective which websites you share your email address to limit junk mail.

All information included in the email series will be made available at our website under the heading
titted Online Security. Please stay tuned for the next installment to be sent on October 2, 2006.

Remember, First National Bank & Trust Company will never request personal or account information
via email nor will we ask you to update your account information by clicking on a link. You should
always treat such an email with extreme caution and manually type the bank’s address into your
browser. Such a request should be reported to fraud@fnbclinton.com or 217-935-2148 immediately.
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This email is sent in compliance with the CAN-SPAM Act of 2003 which requires unsolicited commercial email messages
to include opt-out instructions, a legitimate return email address, and the physical postal address of the sender. It
prohibits falsifying the source, destination, headers, or routing information. If you do not want to receive future messages
at this email address or if you would like to change your email address, please let us know by replying to this email.
Include your opt-out request or address change in the body of the email. Your request will be honored by First National
Bank & Trust Company e 400 South Side Square e Clinton, IL 61727 within 10 business days.



