Enhanced Login Security is Coming
to First National Bank
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Keeping you financial and personal information secure and confidential remains one of our top
priorities and here are just some of the practices we use to secure that information.

e Computer anti-virus protection detects and prevents viruses from entering our computer
network.

e Firewalls block unauthorized access by individuals or networks.

e Secure transmissions ensure information remains confidential. We use encryption
technology, such as Secure Socket Layer (SSL), to transmit personal information between you
and us. This protects data in three key ways:

o0 Authentication ensures that you are communicating with us, and prevents another
computer from impersonating us.

o0 Encryption scrambles transferred data so it cannot be read by unauthorized parties.

o Data integrity verifies that the information you send to us is not altered during the
transfer.

e Advances in security technology are constantly evaluated by security and technology
experts to ensure that we provide the right protection for you.

All information included in the email series will be made available at our website under the heading
titted Online Security. Please stay tuned for the next installment to be sent on September 25, 2006.

Remember, First National Bank & Trust Company will never request personal or account information
via email nor will we ask you to update your account information by clicking on a link. You should
always treat such an email with extreme caution and manually type the bank’s address into your
browser. Such a request should be reported to fraud@fnbclinton.com or 217-935-2148 immediately.
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This email is sent in compliance with the CAN-SPAM Act of 2003 which requires unsolicited commercial email messages
to include opt-out instructions, a legitimate return email address, and the physical postal address of the sender. It
prohibits falsifying the source, destination, headers, or routing information. If you do not want to receive future messages
at this email address or if you would like to change your email address, please let us know by replying to this email.
Include your opt-out request or address change in the body of the email. Your request will be honored by First National
Bank & Trust Company e 400 South Side Square e Clinton, IL 61727 within 10 business days.



